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INTRODUCTION

Cybersecurity is the field of computer science related to protecting digital
assets and computer systems against unauthorized or criminal access and use.
The Bureau of Labor Statistics reports there are roughly 83,000 jobs in this
area with a median salary of nearly $90,000. It projects a growth of 37 percent
through 2024. Demand for individuals with cybersecurity skills is expected
to be very high. The Cybersecurity Council has reported an unprecedented
demand for highly skilled cybersecurity practitioners. These individuals are
needed for building security into new and existing networks. They also need
to be capable of assessing security on a real-time basis. These individuals are
the front-line defenders against cybersecurity threats across industries and
governmental agencies.

Principles of Cybersecurity will prepare you with skills and knowledge
needed in the field of cybersecurity. By studying this text, you will learn about
security threats and vulnerabilities. In addition, you will learn how to identify
these issues and how to combat them. This text also helps prepare you for cer-
tification in the following:

Certiport Information Technology (IT) Specialist in Cybersecurity
Certiport Information Technology (IT) Specialist in Network Security
Cisco Certified Support Technician in Cybersecurity

NOCTI Cybersecurity Fundamentals

ABOUT THE AUTHOR

Linda K. Lavender is a cybersecurity and network administration teacher
for Virginia Beach City Public Schools, Advanced Technology Center. She is
also an adjunct instructor in information technology for Tidewater Commu-
nity College in Virginia Beach. She holds a Master of Science in Cybersecurity
and a Bachelor of Science in Computer Information Systems from Saint Leo
University, Florida. She has been named teacher of the year by several organi-
zations, including ACTE. She is certified in CompTITA Security+ Network+, A+,
CySA+, and CTT+, as well as certified as a Certiport Information Technology
Specialist.
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NEW TO THIS EDITION

The second edition of Principles of Cybersecurity has been revised to reflect
new and emerging topics in the cybersecurity field. In addition, the chapter
content and visuals have been updated to reflect the ever-changing techno-
logical tools used in cybersecurity. An overview of the changes made to this
edition has been provided.

= Content is tailored to cover topics discussed in four cybersecurity
certifications:
= Certiport Information Technology (IT) Specialist in Cybersecurity
= Certiport Information Technology (IT) Specialist in Network Security
= Cisco Certified Support Technician in Cybersecurity
= NOCTI Cybersecurity Fundamentals
= Assessment activities and questions have been revised to fully correlate
to measurable learning outcomes.
Quick Look activities revised to be adapted to either Windows 10 or 11.
= Use of new and emerging terminology in the cybersecurity field such as
ethical and malicious hackers as well as closed and clear box testing.
= Remodel of an entire chapter to focus specifically on common malware,
vulnerabilities, and threats.
= New content focuses on new and emerging technologies such as artificial
intelligence and personal cloud computing.
= New content introduces students to basic concepts of adding users in
Linux programs in addition to Windows programs.
= Revision of content covering software vulnerabilities as well as the
addition of protection methods.
= Compliance and frameworks content has been revised to reflect the latest
laws as well as support materials affecting the cybersecurity field.
= New content discusses the history of computer forensics and common
forensics frameworks.
= Coverage of career readiness topics expanded to include topics on
researching careers and education options as well as writing cover
messages as part of the application process.
= For digital users, a new Command Line Interface Management
Handbook is a new module lesson provided on the Digital Companion.
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CREDENTIALING PARTNERS AND SUPPORT

N

Goodheart-Willcox appreciates the value of industry credentials, certifica-
tions, and accreditation. We are pleased to partner with leading organizations to
support students and programs in achieving credentials. Integrating industry-
recognized credentialing into a career and technical education (CTE) program
provides many benefits for the student and for the institution. By achieving
third-party certificates, students gain confidence, have proof of a measurable
level of knowledge and skills, and earn a valuable achievement to include in
their résumés. For educators and administrators, industry-recognized creden-
tials and accreditation validate learning, enhance the credibility of programs,
and provide valuable data to measure student performance and help guide con-
tinuous program improvement.

Principles of Cybersecurity is correlated to the Cybersecurity Fundamentals
credential offered by NOCTL

NOCT| NOCTI Certifications

Goodheart-Willcox is pleased to partner with NOCTI, a leading provider
of industry certification solutions for CTE programs across the nation. With
over 50 years of experience, NOCTI is a valuable partner in the CTE commu-
nity’s efforts to improve America’s workforce. Goodheart-Willcox has created
correlations between select products and the standards and competencies that
make up the NOCTI credentials, to the benefit of states, instructors, and stu-
dents working to achieve NOCTI credentials.

NOCTI certifications (knowledge-based and skill-based) are developed
by national teams of subject matter experts as part of the process that meets
personnel accrediting standards and requirements under ISO 17.024, resulting
in credentials measuring skills and competencies critical for learner success
outside the classroom. From online test delivery and psychometric services
to digital badging and professional development, NOCTI uses the latest tools
and methods to provide relevant solutions for those in CTE. For more informa-
tion about NOCTI, visit www.nocti.org.

To see how Principles of Cybersecurity correlates to credentialing and

certification standards, visit the Correlations tab at www.g-w.com/principles-
of-cybersecurity-2025.

Vi



TOOLS FOR STUDENT AND INSTRUCTOR SUCCESS

Student Tools Instructor Tools
Student Text LMS Integration
Principles of Cybersecurity is a Integrate Goodheart-Willcox content within your

gl |
an exciting, full-color, and highly r:u,-hquuntu }
illustrated learning resource that
prepares students with skills
needed in the cybersecurity field.
This text will also help prepare
students for industry-recognized 5
certification. Students will learn a ‘
variety of cybersecurity topics as
well as important employability skills for their future

careers.

Lab Manual

« Hands-on practice includes questions and
activities.

« Organized to follow the textbook chapters to
help students achieve key learning outcomes.

G-W Digital Companion
« E-flash cards and vocabulary exercises allow
interaction with content to create opportunities
to increase achievement.

« Command Line Interface Management
Handbook provides basic concepts as well as
hands-on activities using PowerShell and the
Linux shell.

Online Learning Suite
+ Provides easy-to-use access and navigation.
+ Includes accessible resources for all learners.
- Encourages practice and repetition.

Instructor

Support

Digital
= Experience

Student Success
Powerful Content
Applied Practice

Standards Alignment
Authentic Learning

Learning Management System for a seamless user
experience for both you and your students. EduHub
LMS-ready content in Common Cartridge® format
facilitates single sign-on integration and gives you control
of student enrollment and data. With a Common Cartridge
integration, you can access the LMS features and tools you
are accustomed to using and G-W course resources in one
convenient location—your LMS.

G-W Common Cartridge provides a complete learning
package for you and your students. The included digital
resources help your students remain engaged and learn
effectively:

- Digital Textbook
+ Online Lab Manual content
- Drill and Practice vocabulary activities

. Command Line Interface Management Handbook
module lesson

When you incorporate G-W content into your courses via
Common Cartridge, you have the flexibility to customize and
structure the content to meet the educational needs of your
students. You may also choose to add your own content to
the course.

For instructors, the Common Cartridge includes the
Online Instructor Resources. QTI® question banks are
available within the Online Instructor Resources for import
into your LMS. These prebuilt assessments help you measure
student knowledge and track results in your LMS gradebook.
Questions and tests can be customized to meet your
assessment needs.

Online Instructor Resources

« The Instructor Resources provide instructors with time-
saving preparation tools such as answer keys, editable
lesson plans, and other teaching aids.

+ Instructor’s Presentations for PowerPoint® are fully
customizable, richly illustrated slides that help you teach
and visually reinforce the key concepts from each chapter.

« Administer and manage assessments to meet your
classroom needs using Assessment Software with
Question Banks, which include hundreds of multiple
choice, completion, matching, and short answer
questions to assess student knowledge of the content in
each chapter.

See www.g-w.com/principles-of-cybersecurity-2025 for a
list of all available resources.

Professional Development
+ Expert content specialists
+ Research-based pedagogy and instructional practices
- Options for virtual and in-person Professional Development

vii



GUIDED TOUR

The instructional design includes student-focused learning tools to help students succeed. This visual
guide highlights the features designed for the textbook.

e suses we | Reading Prep literacy integration

' i R activities at the beginning of each chapter
encourage development of confidence and
skill in literacy and learning.

I Certification Objectives list the Certiport,
Cisco, and NOCTI objectives covered in
the chapter to help you prepare for taking
certification exams.

-5 T Y

Chapter Overview provides a preview of the
information you will learn about in the chapter. An Essential Question

at the beginning of each
section will engage W b
you as you uncover
the important points
presented in the content.

Certification objective callouts
enable you to focus learning on
skills related to industry-recognized
certific\ations.

\ o

Key Terms provide

a list of the important
terms in each section
so you can focus on
learning technical terms
associated with the

[
Learning Outcomes clearly
identify the knowledge and skills

eSS, to be obtained when the section is
completed.
5 1008 —1— FYI features
— ienan - provide additional
._ 140 — information to
expand your
learning of the
material.
Quick Look activities : g
allow you to ; ——Labeled figures
immediately appl . t ! ¢ can be used as
y y ) L
the |concepzjtsf you i _'.—_i B : VISlI,llaI guidhes as
just learned for \ well as enhance
reinforcement. Lurd ' '| ' understanding of
the material.
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/
Case Study features present you
with a scenario and ask you what
action should be taken to connect

your learning to real-life situations.

Chapter Summary presents key
chapter concepts tied to each

Learnir;g Outcome for quick review.

Ethical Issue features illustrate
situations in which an ethical or
moral judgment is needed.

Check Your Understanding questions at

the end of each chapter section provide an
opportunity to review what you have learned

before moving on to additional content.
Each question is tied to a Learning Outcom

e.

Build Your Key Terms Vocabulary activities

review the key terms presented in each
section. By completing these activities,
you will be able to demonstrate your
understanding of cybersecurity terms.

Review Questions cover the concepts
presented in the chapter as well as are tied to
the Learning Outcomes, which enables you to
evaluate your understanding of the material.

Communication Skills activities provide ways
for you to demonstrate the literacy and career-
readiness skills you have mastered.

|

Research Project provides you with an
opportunity to apply your research skills
by investigating a topic in greater detail.

Application and Extension of
Knowledge activities challenge you to
relate what you learned in the chapter
to your own ideas and projects. Each
activity is tied to a Learning Outcome.

T P W
imram
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Portfolio Development
activities provide guidance

in creating a personal digital
portfolio for use when exploring
volunteer, education, training,
and career opportunities.

CTSO Event Prelp provides
information to use when
preparing for competitive
activities in career and technical
student organization (CTSO)
competitions.



BRIEF CONTENTS

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

CHAPTER

10

1"

12

13

14

15

16

17

CybersecurityBasics........covitiiiiiiiiiineinneeneeeenannnns 2
Information Security Fundamentals....................cooi..t. 34
ManagingUserSecurity..........cciiiiiiiiiiiiiiinneenennnn. 70

Protecting and Controlling Physical Environments and Devices ... 118
ProtectingHostSystems..........ccoiiiiiiiiiiiiiiiniinien 146
Security Vulnerabilities and Protection of Nontraditional Hosts. .. 190
Overview of Network Security and Network Threats............ 224

Protecting Network Services and Infrastructure from Attacks...262

Wireless Network Security .........ccciiiiiiiiiiiniinnnnn.. 294
Encryption and Cryptography...........ccciiiiiiiiiiienn... 328
Software Vulnerabilities ..............coiiiiiiiiiiiiiiiia., 368
Evaluating System Compliance and Integrity................... 408
CloudComputing ....ccciiiiiiiiiii ittt ineeeenneennanns 442
Risk Management ...........cciiiiiiiiiiiitiieineeenneennnnn 472
Maintaining Operability.............ccciiiiiiiiiiiiiinnn... 500
Incident Response and Computer Forensics .................... 530
Career and Workplace Considerations ......................... 562



CONTENTS

CHAPTER 1
Cybersecurity Basics............ 2
Section 1.1 Introduction to
Cybersecurity..............ooeve... 4
Section 1.2 Skills Needed by
Cybersecurity Professionals.......... 17
Section 1.3 Security Principles......... 24
Review and Assessment............... 30
CHAPTER 2

Information Security
Fundamentals.................34

Section 2.1 Vulnerabilities
andThreats...........ccvviviin.... 36

Section 2.2 Users and Security Threats. . 55
Review and Assessment............... 66

CHAPTER 3

Managing User Security....... 70
Section 3.1 Authentication and Control.. 72
Section 3.2 Access to Files and Folders .. 95
Section 3.3 User Management in Linux..106
Review and Assessment.............. 113

CHAPTER 4

Protecting and Controlling

Physical Environments

and Devices...................118
Section 4.1 Business Controls ........ 120
Section 4.2 Environmental Controls... 128

Section 4.3 Data Management
Protection Controls ................ 135

Review and Assessment.............. 142

CHAPTER 5
Protecting Host Systems..... 146
Section 5.1 Operating System
SerViCeS. ... iiiiitetiiiiieaaaaaann 148
Section 5.2 System Vulnerabilities.... 172
Review and Assessment.............. 186
CHAPTER 6

Security Vulnerabilities and
Protection of Nontraditional

Hosts....................... 190
Section 6.1 Mobile Device Security ... 192

Section 6.2 Nontraditional Hosts ..... 211
Review and Assessment.............. 220
CHAPTER 7
Overview of Network Security
and Network Threats ........ 224
Section 7.1 Network Basics........... 226
Section 7.2 Network Threats ......... 249
Review and Assessment.............. 259
CHAPTER 8

Protecting Network Services
and Infrastructure from
Attacks..................... 262

Section 8.1 Network Design.......... 264
Section 8.2 Protecting Network

Devices ......cvviiiiiiniinnnnnnnnn 278
Review and Assessment.............. 290

Xi



CHAPTER 9
Wireless Network Security ... 294

Section 9.1 Wireless Networking

Overview.......covvvivinnneennnnnn 296
Section 9.2 Wireless Vulnerabilities. .. 304
Section 9.3 Wireless Threats

and Protection..................... 311
Review and Assessment.............. 324

CHAPTER 10

Encryption and Cryptography..328
Section 10.1 Encryption Overview .... 330
Section 10.2 Validating and Securing

Network Transmission .............. 342
Section 10.3 Data Encryption
andThreats...........cccvvvvnnn.. 354
Review and Assessment.............. 364
CHAPTER 11

Software Vulnerabilities ..... 368
Section 11.1 Managing Application

Software.................. il 370
Section 11.2 Threats to Web
Applications ....................... 383
Section 11.3 Threats to Databases. ... 395
Review and Assessment.............. 403
CHAPTER 12

Evaluating System Compliance
and Integrity................ 408

Section12.1 Frameworks

and Compliance .................... 410
Section 12.2 Overview

of Penetration Testing.............. 419
Review and Assessment.............. 438

Xii

CHAPTER 13
Cloud Computing ............ 442
Section 13.1 Cloud Basics ............ bay
Section 13.2 Cloud Services .......... 454
Section 13.3 Virtualized Machines . ... 462
Review and Assessment.............. 468
CHAPTER 14
Risk Management ........... 472
Section 14.1 Overview of Risk ........ 474
Section 14.2 Responding to
and ReducingRisk.................. 486
Review and Assessment.............. 496
CHAPTER 15

Maintaining Operability...... 500

Section 15.1 Business Continuity

and Disaster Recovery.............. 502
Section 15.2 Fault Tolerance
and Redundancy ................... 512
Review and Assessment.............. 526
CHAPTER 16

Incident Response
and Computer Forensics...... 530

Section 16.1 Incident Response....... 532

Section 16.2 Computer Forensics ..... 542

Review and Assessment.............. 558
CHAPTER 17

Career and Workplace

Considerations .. ... 562
Section 17.1 Workplace Readiness ....564
Section 17.2 Understanding Industries . .580
Review and Assessment.............. 591

Glossary..........ccevuv.... 590
Index............ccevvve.... 612



CASE STUDY

Cybersecurity Podcasts. .. ... 22
CO0KIES. o ottt 46
Permissions . ... .. 102
Server Room Environmental Controls. ...................... 131
Performance Management........ ... ... ... ... . ... 157
Critical Infrastructure . .. ... ... 219
Subnet Masks .. ... 229
VLAN N BUSINESS . ..o e 271
Wireless Laws and Regulations .. ......................... 307
Hashing Concerns ......... . i 345
DBMSS . 401
Penetration Test Executive Summary..............c........ 434
SaaS-Based LMS. .. .. . 456
Respondingto Risk. ... ... i 491
Continuity of Operations. . ....... ... .. .. 51
NSA Insider Threat. ... ... i i et 555
Workplace Dress Code . ...t 566

WiKILEaKS . . ot

Keyloggers. . oo 44
Biometric-Authentication Technology ...................... 79
Al and Physical Cybersecurity Measures. ................... 127
Governmental Obligations ........... .. .. ... 162
Medical IoT DeViCes. ... ... .t 207
PiNg SWeeps ... ... 255
Workplace VPNs. ... ... . 277
Personal Hotspots . ....... ... . i 315
Encryption Privacy . ... 340
BigData .. ..o 377
Computer Fraud and Abuse Act . ............ .. ... .. ...... 415
Restriction of Cloud Services. ....... ... .. ... .o, 450
Employee Responsibility in Risk Management.............. 431
Data Backups .. ...t 519
Confidential Information .......... .. .. ... .. .. .. 536
Employment Eligibility .. ...... ... o 588

FEATURE CONTENTS

xiii



e]V][od @Kolo] ¢

CHAPTER 1 CHAPTER 5

Cybersecurity Basics Protecting Host Systems

111 HackingTools........ ... .. 7 511 Manually Updating Windows Drivers . . ... 149

11.2  Viewing Cyber ThreatMaps............... 9 5.1.2 Viewing and Changing PowerShell

11.3 Reporton Cyberwarfare................. 13 Script Execution ......... ... .. ... .. ... 151

11.4 Bug-Bounty Program.................... 15 51.3 Windows Host Services ................ 153

1.21 Soft Skills Self-Assessment .............. 19 51.4 Startup Programs and Scheduled Tasks . .154

1.2.2 Cybersecurity Ethics ................... 20 515 Parameters in Performance Monitor. ... .. 158

1.31 Frameworks.............coiiiiiiin... 28 516 EventLogs............. ..o, 163
517 EventLogData........................ 165

CHAPTER 2 51.8 EventLogBackup...................... 167

Information Security Fundamentals 519 AuditPolicy ........ .o 169

i 5.21 Patch Management Software............ 173

2.11 Ma;ro Programming..................... 4 5.2.2 Vulnerability Scanners. ................. 177

202 Antimalware SofWareh oLt oLl sl o 42 523 Windows Firewall .............co..civ.. 181

21.3 ThreatlIntelligence...................... 43

214 CookiePolicy ....... ... ... L 45

215 Cookies with Google Chrome ... ......... 47 CHAPTER 6

216 PersonalDataOnline.................... 51 Security Vulnerabilities and Protection

217 Advanced Internet Search .............. 52  of Nontraditional Hosts

2.21 LocalDNSCache...................... 59 6.11 BYODPolicies......................... 194

2.2.2 SchoolAUP ... ... ... .. ... oL, 61  6.1.2 Mobile Malware Threats................ 196

2.2.3 Recognizing Phishing. .................. 62 6.1.3 TPM Compatibility ..................... 199

2.2.4 California Online Privacy Protection Act .. 64 614 QRCodes...............c.ccoiiieeeo... 201
6.1.5 Tracking Software .................... 203

CHAPTER 3 616 Metadata .......... ... ... ... ... ...... 204

Managing User Security 6.1.7 IoT SecurityRisks .. ........ ..o oL 209

311 PassSWOrdS ......oviiiieiii i 74 o-21 Po'lnt—of—SaIe’Data Breaches ............ 214

312 Local Password Policies o 27 6.2.2 PrinterSecurity........ .. ..o L. 215

3.1.3 Authentication Challenges............... 81

3.1.4 Mandatory Vacations. .................. 84 CHAPTER 7

315 Local User AcCounts v .oovvuun.n... 89  Overview of Network Security

31.6 SecondaryLogon.......... e, 91  and Network Threats

3.1.7 User Account Control Settings ........... 93 711 Decimal and CIDR Address Formats . ... 230

3.21 Share Permissions ............c.. .. ... ... 97 71.2  IPv4 Address Exploration . ............. 234

3.2.2 Shared Foldersona System ............ 99 713 IPv6 Address Exploration.............. 237

3.2.3 NTFS Permission Settings .............. 101 714 Wireshark Basics ..................... 242

3.2.4 Effective UserRights................... 103 715 UDP and TCP Information in Wireshark .. 244

3.31 Reviewing Linux Distributions ........... 107 716 Netstat Command ... ............. ... .. 247
721 PingandICMP........................ 252

CHAPTER 4 7.2.2 Ping Sweep Software ................. 254

Protecting and Controlling Physical 7.2.3 Exploring the Telnet Interface .......... 256

Environments and Devices

411 Physical Access Control ................ 125 CHAPTER 8

421 DataCenters............coooiiiieon... 130 Protecting Network Services and

422 FireSafety ...........cc i ... 133 Infrastructure from Attacks

4.31 Assetand Inventory Systems............ 136 811 DNS Cache and Settings .............. 267

4.3.2 Identify Tools Used for System Recovery . .138 812 DNS Response Resolution............. 269
813 VPNClientSetup ..................... 276
8.2.1 Local ARP Cache and Traffic ............ 281
8.2.2 LocalRoutingTable................... 283

Xiv



QUICK LOOK (continued)

CHAPTER 9
Wireless Network Security
910 CTIA L 297
9.21 WardrivingTools...................... 306
9.2.2 Router Security Vulnerabilities. .. ....... 308
9.31 MACAdAresses .........covvvivenenn.. 317
932 FreeWi-Fi......... i 319
CHAPTER 10
Encryption and Cryptography
1011 Vigenere Cipher...................... 333
10.1.2 Steganography in Practice............. 339
10.2.1 HashOutput ......................... 344
10.2.2 Digital Signature in Microsoft

Windows Driver Files.................. 346
10.2.3 Certificate Authorities . ................ 348
10.2.4 Web Page Security. ................... 349
10.2.5 Viewing a Certificate.. . ................ 352
10.3.1 EFS File Encryption ................... 357
10.3.2 Linux Passwords and Hashes .......... 359
CHAPTER N1
Software Vulnerabilities
1111  Group Policy Management............. 373
112 ApplLocker........... ... ... .. 376
M13 GitHub ... 378
114 Windows Defender......cooo..ooooou. .. 379
11.2.1 Clearing Browser Cache............... 385
11.2.2 Web-Application Scanner.............. 387
11.2.3 Buffer-Overflow Attack . ............... 389
11.2.4 EasterEQQS . oo v v 392
11.2.5 OWASP Website...................... 393
M.31 SQLUse. ... 398
11.3.2 SQL Injection......................... 400
CHAPTER 12
Evaluating System Compliance and Integrity
1211 NIST Cybersecurity Framework. . ........ 412
12.2.1 Social Engineering Pretext............. 423
12.2.2 Intelligence Gathering.................. 427
1223 NMaP oot 430
12.2.4 EncodedData........................ 432
12.2.5 Penetration Test Report ............... 435
12.2.6 US Code for Computer Crime ........... 437

CHAPTER 13

Cloud Computing

1311 PrivateCloud. ..............oiiin.. 448
13.1.2 Cloud Vendor Terms of Service......... 449
13.2.1 Google SaaS Offerings . ............... 456
13.2.2 l@aSVendors. ..o, 459
13.2.3 SECaaS Solutions. . .................... 461
13.3.1 Installing VirtualBox................... 465
CHAPTER 14

Risk Management

1411 AssetsatRisk ......... ... ... ... 477
141.2 RiskFactors.......... ... ... ......... 479
141.3 SLE,ARO,andALE.................... 483
14.21 RiskResponse........................ 489
14.2.2 CVE Information...................... 490
14.2.3 Security Policy Types. ... ...t 495
CHAPTER 15

Maintaining Operability

1511 FEMA Ready Program................. 504
15.1.2 Disaster-RecoveryPlans................ 510
15.2.1 Evaluating Site Choices................. 514
15.2.2 Windows Archive Settings .............. 521
15.2.3 Windows Backup Program............. 523
15.2.4 Viewing UPS Systems . ................ 524
CHAPTER 16

Incident Response and Computer Forensics

16.1.1 IncidentScoring ........... ... .. ... ... 537
161.2 CSIRTTeam. ..., 541
16.21 HextoDecimal ....................... 548
16.2.2 Hexto ASCIl . ... i 549
16.2.3 Hex Editor ......... .. ... ... ... 551
16.24 ExifData. ... 552
16.2.5 Alternate Data Stream................. 554
16.2.6 Computer Forensics Certification....... 557
CHAPTER 17

Career and Workplace Considerations

1711 Diversity Awareness .................. 567
171.2 CSVFileFormat....................... 571
171.3 Occupational Outlook Handbook. .. .... 572
1714 OSHA ... ... 575
1715 CTSOS. .o 579
17.21 Mission Statement ..................... 581
17.2.2 Bullying. . ... 584

1723 FormW-4 ... .. .. 588





